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Gimen T Comes 10 fESUCIire sacuvily Snd Aybd Seests, ELY and NATC are ke 2 singie schizophrenis person whose muilipls ioantiies camnot work ogether ™

= Brysseis-based think tank ECIFE has a new peper 0wl on “shapng an nfrastructure secunty aren in the Sardh Aflandic.” The author Hosul Les-hekiyema didn't mnce hia
wortds when fie ioid Cyber Insights about the cone e of ELRATO cooperation.
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TODAY™ S TOP LINE — CYBERCRIME TREATY OH THE LINE: Europeatn coundries won't be able to raify the {confrovessial) Uniied Nations Cybenorime Comnendion if a
European Parkament "shadow commiies™ doesn’t budge on its ohjections.

Walcome to Cyber Insights, POLITICO's cybersecurity and data protection newsletier, ghong you the dafy lowdown on hacks, leaks and cybensecurity policy chalier n Europe

Sand we your iieas: Anioanela is al Eamcanciaouss and amussiEpoition.ou. Sam is o sclrkiZooliico.eu and SsoctarkSE. Ellen is 3 someganifipalilico e and
firlonoregan. Lasens = at @lbumnscendus, icenlusi@Bpoibeo.eu and on Signal and WhaotsApp.

HOT WITHOUT PARLIAMENT' 2 CONSENT. The Eunopean Urian is in a bind as @ will not ber able o rtfy ike United Mations” Cybercrime Convention if il doesn't get the
thurmtrs up from a key Eurcpean Pasfiament group.

The cybercrime irealy was adopted of the LN, General Assembly lx=f December, after months of repotiadions. Members of the Euopean Parliament’s dvil [Berdies commitiee
[LIBE} am now holding the reaty back from beng ralified

Shadow Doxing: They've decided ta hold a “shadow meeting” an the reaty following #= sdoption wheee they challenged (he Commizzion on the need to malify i

Why bbock IE7 Crod society bas pleaded with EL countries nol to sign the reaty — which was iniliated by Russia — becaess it could be used io justily what the EU considers
iresponsible stale belavior in cyberspace, like enabling govemments 1o regues! and oblsin the personal informabon of ciitrens in secred and n perpeiuiy.

Stuck In process: The LIBE Commities has so for heid lwo shadow meelings on the topc. led by Geeman liberal leamaker Motz Kormer. Parfiamend approval would need o go
thraugh plenary and il it doesn'L the Coancd of the EU will not be able io adopl e aci. There's no fimeline on the process, yel though

Postpone, pleaea: Mick Ashion-Hart. 2 senior APCO lobbyist who represents indusiry ol Uned Nations fora ond also bnefed EU wmakers ai the =i shodow meeting, loid
Cyber Insights that he would not recommend any siate to ralify or sign the treaty os i stands_ Instead. e recommends the Commiesion hold off signing ond# next year, when a
negatiaton of the protocol will happen.

“The EU has said it wor't =y yes o lolaktanan demands for data. But (hat doesn'’t really help becacse the Corvenlion allows far permanent secrecy betasen any fws member
siaies and forces sprvice providers: io keep ther involvemend secret.” Ashion-Harl said

Mext slepa: In a statement to Cyber Insights, the Commizsion’s press office said the EU executive would put forward 2 proposal i the Counl for the signatee and the
ralification of the Comvenlion. The Council howeyer asked for Partament’s consent — and that's wival's standing in he way righl now.

The officlal signing wil lzke place in Hanol, Velram in June



PRIVACY

DEEP 3EEK IN EDPB CRO S5 HAIRS: Dot prateclion zuthorities acoss the EU are rampng up their response 1o Al models e DeepSeck in a meeting today, authonties
agreed o widen the =cope ol an Al-focused taskforoe lo include DeepSesk.

The ask faroe was inially sed upto scrutinize ChatGPT when it rose 1o fame in 2023, s now being broadened o tackle “Al enforcement” al famge. Ellen has mare.

Mo lova Trom the privacy foike: South Korea's intalligence service on Monday fold gowver
cybersecurity finm MowSecure last Thursday published mesearch fhat found “mulliphe securly and privacy ssees” in the Al fim's i0S applicartion for Apple devices.

rrnent agencies DeepSeeh's. app “excessively” collects personal data, and

Several authorities in past weeks announced ey were opening investigations inlo how DeepSeck.is pooessing the dota of Eurppean users, refand, Grevos and France ave
launched probes and laly has even imposed a ban on S platiorm.

DUTCH MENISTER: PRIVACY STAND S IN WAY OF DEFEN 3E. Ewropean Union datn profection and privacy rules ane gefing n the way of the bloc’s secunly and
prepanedness, Dutch Defenze Mnister Ruben Brekelmans told POLITICOs Jacopo Barigazs in on interview.

“Sornetimes regulations are standing in our way,” Brekelmans sad, singling oul envionmental kews and privacy reguiations spedfically. The Netherlands = planning o galher
support among EU peers. to put defense interesis belome some reguiatony hurdles acroes the bloc.

Eye In the aky: “We need to exercise with drones. but then we ame nob allowed io do thal because those drones” can easily film someone and “in the Netherands there are
poople everypwhere.” he said. That means often drones can fiy anly with ther cameres swiched off. he complained.

War and peace: “We are making a very lang list of those reguiations thal make sense in peacetime, but do nol make zense . n the gray zone that we ane now in bobwesn war
and peace,” Brekelmans said.

TUTIONS

EDPS SPENDING: Lawmakers in Parfiament's crvil liberiies commitiee have mised concermns aboul how much the Evropean Data Proleclion Supervisar (EDPS) is spending o
siaff missions.

ugignificant Increges™: In a meetng lasi Thursiday the commiliee vwoted through an poinicn on the EDPS budget for 2023 expressing “concem about the significent increase in
EDPS stafil mission costs,” from €28, 78% in 2021 (which was likely low due to the coonavinus pendemic's travel msiriclions) io €178,903 in 2022 and to €284 580 in 2023 The
nan-binding opinicn will now go o the budpeiary conirol commities which is preparing ibs-own fext

.ﬂ.ppmpnata use of reapurcas? The opnion cafs on the EDPS o “assess whether the resources spent on missians are being wsad appropriately and effecively”, mnd also calls
on the EU instilution dais profection watchdog o reinsiate the praciice of making delais of who funded and parficipated in missions public

Covid end infiaflon: A spokesparson for the EDPS told Cyber Insights in a wrillen siatement thal it will provide & response to fhe official dischamge by the budgetary commiiee

However, they highlighied that 2021 had “penods of local lockdown, and msmans {including audils and inspeclions) were kepl ko the sincl mimimem”, while the budget increased
n 2022 as an-site audés relurned, == well 8= “olher missions o at=nd mpoetand dala prolection fora.”

An 2023 we came back (o business-as-usual and we encounlened o galloping inflation, which = also reflecled in the numbers,” they smd

SKY ECC ARRE 3T §: Fouwr disifbulors of the encrypted communications service Sky ECC, used exiensively by oiminais. were arrested in Spain and the Netherlands on
Miorday.

The encrypied chat, vsad io facifitsie the planning of crimes such as intemational drug ireficking, arms mfficking and maney Eundening. assured clisnls botal privacy until
Beigian and Dutch police managed (o break the encryption.

& whole lotta money: Accarding 1o a staiement by the Spanish palice, the two suspecls armested in e counbry were the leading glebal distrbutors of the serdce, genemting
owver £13.5 million n prafits.

A-gantu Balzed mulliple ielephone teminats, €10,000 in cash and €1.4 millicn in cryplocurrencies, $26.000, fve lucery walches valued at more than €50,000, taa high-end

vehicles and bark accounis contarming €8 millon
QUOTE DU JOUR

Wyhen If comes to infrastructure seconly Snd hybnd threats, EU and NATD are Wke 5 single schizophrenic person whose muiliple foeniities cannol work ogether”

— Bruszels-based fhink tank ECIPE tas a ouw peper oul on “shapng an infrastructune security area in the: North Aflandic.” The auibor Hosuok Lee-Maklyama didn't mince his
words when he ioid Cyber Insights about the core ssue of EL-NATD cooperation.

HEADLINES

Here's a recap of yesterday's news. along with Pro-arfides and slerts from ovemighl.

EU ragulators ado Desep Sesk fo &1 privacy ecrutiny
By Ellen O'Regan - Febr 11, 2025, 12:02 PM

Document: Commisston to present new budpst proposal In July
“The stahes guo s nol an apion,” the Commission said in 2 document delailing. its prionfies for he next EU cash pot.
By Gregorio Sorg - Feb 11, 2025, 11:49 AM

'Ho thank you: Opsnal foundsr rajects Elon Musk's reporfed bid te buy nonprofit
The offer is the [atest skimmish betwesn the bvo bech tilams
By Seb Slarcevic - Feb 11, 2025, EC15AM




